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Post-Quantum Cryptography
and Computationally-Hard Algebraic Problems

Abstract. Post-Quantum Cryptography is a branch of public-key Cryptography
focused on schemes capable of withstanding quantum attacks: classic cryptog-
raphy, which is largely based on algebraic methods involving discrete logarithms
and factorization of large integers, is vulnerable against quantum computers due
to Shor’s methods relying on the quantum version of the Discrete Fourier Trans-
form.

After a brief overview of post-quantum cryptographywith some notable exam-
pleswediscuss the underlying computationally-hard algebraic problems, present-
ing in particular the SyndromeDecoding Problem (SDP), theMultivariateQuadratic
Problem (MQ), and the Linear Equivalence Problem (LEP). We conclude by dis-
cussing some recent results on the link between them, presenting an isomor-
phism between SDP and MQ and some famous conjectures.


